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1. Policy Introduction

Safeguarding children and adults at risk is of paramount importance. 

1.1 The Care Act 2014 sets out a clear framework for how all concerned 
parties should protect adults at risk of abuse of neglect. 

1.2 The Safeguarding Vulnerable Groups Act 2006 sets out the type of 
activity covered by the Act in relation to children and vulnerable 
adults. The Disclosure and Barring service (DBS) was established in 
2009 to protect children and vulnerable adults. The Act defines the 
scope of the Disclosure and Barring Scheme. It provides that certain 
activities in relation to children and vulnerable adults are regulated. 
This is known as ‘regulated activity’. All aspects of St Elizabeth’s 
College and Supported Living Services will undertake some sort of 
regulated activity, from helping learners with their finances to 
assistance with personal hygiene. 

1.3 St. Elizabeth’s College & Supported Living Services wishes to ensure 
that all our learners/residents have a safe and stimulating 
environment in which they can fulfil their potential and we are 
committed to safeguarding the welfare of our vulnerable adult 
residents and learners. 

1.4 In the terms of this Policy, a ‘Vulnerable Adult’ has the following 
definition:- 

 ‘A person who is over 18 who is or may be in need of Community
Care Services by reason of mental or other disabilities, age or
illness, or may be unable to take care of him/herself or unable to
protect him / herself against significant harm or exploitation.
(Department of Health, 2000).

1.5 This may mean that they have a reduced ability to protect themselves 
from abuse or neglect.  This can be as a result of a learning or 
physical disability, a physical or mental illness chronic or otherwise 
(including an addiction to alcohol or drugs); or a temporary or 
permanent reduction in physical or mental capacity. 

2. Aim of the Policy

2.1 The aim of the Policy is to ensure that: 

 All Trustees, Governors, staff, learners, residents, parents,
families and carers have an understanding of what safeguarding
is.

 All Trustees, Governors and staff know what the Safeguarding
Policy is and follow it when safeguarding matters arise.
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 All those who use and work for the service know what the
Safeguarding Policy is and know when safeguarding matters
arise.

The Six Principles of Safeguarding 

The policy and procedures are based on The Six Principles of 
Safeguarding that underpin all adult safeguarding work. 

Empowerment Adults are encouraged to 
make their own decisions 

and are provided with 
support and information. 

I am consulted  about the 
outcomes I want  from the 
safeguarding process and 
these directly inform what 

happens 

Prevention Strategies are developed 
to prevent abuse and 
neglect that promotes 
resilience and self – 

determination 

I am provided with easily 
understood information about 

what abuse is, how to 
recognise the signs and what 

I can do to seek help 

Proportionate A proportionate and less 
intrusive response is made 
balanced with the level of 

risk 

I am confident that the 
professionals will work in my 

interest, and only get 
involved as much as needed 

Protection Adults are offered ways to 
protect themselves, and 
there is a co-ordinated 

response to adult 
safeguarding 

I am provided with help and 
support to report abuse.  I 

am supported to take part in 
the safeguarding process to 
the extent to which I want 
and to which I am able. 

Partnerships Local Solutions through 
services working together 
within their communities 

I am confident that the 
information will be 

appropriate shared in a way 
that takes into account its 

personal and sensitive 
nature.  I am confident that 
agencies will work together 

to find the most effective 
responses for my own 

situation. 

Accountability Accountability and 
transparency in delivering 
a safeguarding response 

I am clear about the roles 
and responsibilities of all 

those involved in the solution 
to the problem 

3. Scope of the Policy

3.1 This policy applies to all staff (including Trustees and Governors), 
employed by St Elizabeth’s College and Supported Living Services,  
temporary staff, volunteers, carers, families and visitors.  All have a 
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legal responsibility to take seriously any vulnerable adult concerns 
that come to their attention and follow the guidance given. 

3.2 Subcontractors must be informed of this policy and deal with any 
concerns reported to them by contacting the Designated Person with 
responsibility for the adult at risk within St Elizabeth’s College and 
Supported Living Services.  

3.3 Learners/residents who have concerns about other learners or 
residents, or the behaviour of adults towards them, can use this policy 
to ensure they are heard. 

3.4 Learners/residents will be given an easy read version of the policy at 
the beginning of their tenancy. Day learners will be given a copy at 
the beginning of their College placement. All will be invited to 
comment either individually or in learners/resident forums. 

4. Why is Safeguarding necessary?

4.1 Adult Education and Social Care provisions have a duty of care to 
take such steps that are reasonable to ensure that the adults at risk 
are safe. 

4.2 The Disclosure and Barring Service has a legal obligation to assess 
every person who wants to work or volunteer with children and adults 
at risk.  Potential employees and volunteers will be assessed using 
data gathered by the Disclosure and Barring Service (DBS), including 
relevant criminal convictions, cautions, police intelligence and other 
appropriate sources.  

5. Our Commitment to Safeguarding

5.1 The organisation is committed to safeguarding and promoting the 
welfare of adults at risk, across the 365 day provision it provides. 

. 
5.2 St Elizabeth’s College, Day Opportunities and Supported Living 

Services work parallel to each other providing both learning 
opportunities and care. Within College and the Supported Living 
service on site at St Elizabeth’s, the majority of staff undertake a dual 
role within the College and the learners’ own homes. 

5.3  Robust recruitment processes are in place to ensure all staff are fit to  
work with adults at risk.  

5.4 The service recognises that it has a duty to help learners/residents 
and staff to realise their responsibilities (through guidance, support 
and training), eliminate or reduce risk and avoid situations (where 
possible) where abuse or neglect might be alleged. 
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5.5 This policy uses the guidance from ‘Safeguarding Adults at Risk’, the 
Hertfordshire Multi-Agency Policy, Procedure and Practice for working 
with Adults at risk of abuse or neglect in Hertfordshire.  

5.6 St Elizabeth’s College follows its local Learner Behaviour Policy when 
dealing with bullying, harassment, violence or aggression. 

6. Accountability, Roles & Responsibility

6.1 All staff including volunteers and part time staff are responsible for 
monitoring, recording and reporting the wellbeing of learners and any 
allegations or indicators of abuse. 

6.2 At St. Elizabeth’s College and Supported Living Services we have 
identified an organisational structure for safeguarding adults at risk 
and the responsibilities of staff in safeguarding the individual when an 
allegation has been made or abuse is suspected. 

6.3 The flow chart takes guidance from the Hertfordshire Multi Agency 
Policy (Issue 10) part 2, stage1: Safeguarding concerns.  

7. Designated Persons

7.1 St Elizabeth’s College and Supported Living services has designated 
people responsible for the safeguarding of learners. The role of these 
staff is to receive any allegations and reports of abuse and to guide 
and support staff and learners involved. The following staff are the 
designated team and should be informed of any safeguarding matters 
relating to learners in their care:- 

 Supported Living Manager     Supported Living 

 Registered Manager   Supported Living  

 Head of College.  Education  

7.2 In the designated person’s absence, contact should be made with the 
Registered Manager of Supported Living who has overall 
responsibility for the Care Agency’s safeguarding provision. For any 
matters relating to the College and curriculum the Principal should be 
contacted.  

8. The Role of Governance in Safeguarding

8.1 The Adult Services Board of Trustees and College Board of 
Governors  will: 

 Ensure there is an effective safeguarding policy in place;

 Ensure safer recruitment practice is followed;
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 Ensure the College and Supported Living Services has 
procedures for dealing with allegations against members of staff; 

 Designate a member of staff with overall responsibility for
safeguarding;

 Access relevant safeguarding training, including PREVENT.

9. Equality Statement

9.1 St. Elizabeth’s College and Supported Living Service provide 
consistent support to all individuals and ensure the same safeguards 
are available to them regardless of age, ethnicity or cultural origin, 
disability or learning difficulty, religion or belief system, gender or 
sexual orientation. 

10. Prevention

10.1 St. Elizabeth’s College and Supported Living Services takes seriously 
its duty of care and will be proactive in seeking to prevent adults at 
risk becoming the victims of abuse or neglect. It will do this in a 
number of ways: 

 Through the creation of an open culture which respects all
individuals’ rights and discourages bullying and discrimination of
all kinds;

 By identifying  roles and responsibilities of members of  the
Health and Care Advisory, Board of Governors, Senior
Management and staff ;

 By informing adults at risk of their rights to be free from harm and
encouraging them to talk to College staff if they have any
concerns;

 Through the ongoing programme of support, at an appropriate
level to promote self-esteem, social inclusion and address the
issue of the protection of vulnerable adults in the wider context
(see Learner Support)

 By identifying and acting upon allegations or indicators of abuse
at the earliest opportunity and in accordance with the timeframe
outlined by Hertfordshire County Council  ( our Host Authority )

 By following safer recruitment good practice including DBS
checks for all staff. See Centre Wide Safer Recruitment policy.

 By developing a comprehensive training package focusing on
safeguarding issues including PREVENT.

10.2 All staff, managers, Trustees and Governors within St Elizabeth’s 
College and Supported Living Service will undergo training so that 
they are fully aware of this policy and their responsibilities.   
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11. Review and Monitoring of the Policy and Procedures

11.1 Once agreed by the Health & Care Advisory Board and College 
Board of Governors the College Leadership Group will review and 
monitor the policy and procedures on an annual basis and will 
recommend and implement approved changes where necessary.  A 
revised version of the policy will be submitted to the Governing Body 
on an annual basis to ensure that any identified deficiencies or 
weaknesses have been dealt with without delay. 

11.2 The impact of the policy will be measured using data collected in 
relation to reported safeguarding incidents and outcomes. 

11.3 Relevant related Legislation 

 Safeguarding Vulnerable Groups Act 2006
 Human Rights Act 1998
 Care Act 2014
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12. Organisational Flowchart

Report any concerns / allegations / 
incidents of abuse. 
Ensure immediate safety of 
learner/s/resident/s. 
Complete Datix Web Form for 
actual incident of abuse. 

Residential Learning 
Support  Assistants / 
Care support workers 

Learning Support 
Assistants /  Lecturers/ 

Deputy Supported 
Living  Managers / 
Nurses / Lecturers 

Monitor wellbeing and safety of 
individual(s). 
Follow advice and guidance from 
person on Bleep 99, Registered 
manager, Supported Living Care 
Manage or Head of College. 

Deputy Manager or Supported 
Living Manager  on duty to ensure 
immediate safety of individual(s) 
If out of hours report to Bleep 99 
who will report to Senior 
Management member on call or 
SLT member on call. 

Nurse – in conjunction 
with 

Deputy Supported 
Living Manager 

Supported Living 
Manager 

Head of College 

Implement advice and guidance 
Oversee  Individual(s) safety 
Carry out MCA to establish capacity. 

Report to East Hertfordshire SAFA 
team SAFA or 0-25 team within 
24 hours of the incident 
occurring. 
Clarify all actions taken are in line 
with the policy. 

Deputy Supported 
Living Manager, 

Supported   Living 
Manager 

Registered Manager / 
Head of College 

Liaise with Hertfordshire 
Safeguarding team via the Adult 
Care Services Portal and take action 
following advice and guidance. 

Inform CQC using statutory 
notification form. 
Report to person responsible 
(Director of Health and Care and or 
Head of College) at St Elizabeth’s 
Centre. 
Report to trustees and or Governor 
safeguarding lead. 

Director of Health and 
& Care 

Head of College 

Registered Manager 

Ensure individual(s) and their carers 
continue to be fully supported. 

Review outcomes of safeguarding 
matters in management meetings 
as a standard agenda item. 
Report SAFA incidents Health & 
Care Advisory on a quarterly basis 
Governors meetings on a quarterly 
basis as standard agenda item. 
Receive Annual safeguarding 
report. 

Trustees / 
Governors 

Safeguarding 
Committee 

Review and recommend changes to 
policy if required. 

St. Elizabeth’s realise that frontline staff, (CSW, RLSA’s and LSA’s and Lecturers) tutors are 
more likely to receive allegations or notice indicators of abuse due to the amount of time they 
spend with the learners/residents. The flow chart is based on this, but the same actions 
apply to any member of staff who first receives the disclosure or notices an indication of 
abuse regardless of position within the College and all areas of Supported Living.
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Guidance for Staff 

13. Recognising Abuse

13.1 Definitions of abuse are set below but it can be: 

 physical

 neglect ( act of omission)

 sexual abuse or exploitation

 financial / material ( misuse of money, club cards, benefits,
personal property

 psychological/emotional

 institutional or organisational

 discriminatory in nature

 pressure ulcers

 Cyber abuse

13.2 Abuse is behaviour towards a person that either deliberately or 
unknowingly causes a vulnerable adult harm, or endangers their life or 
their human or civil rights. It can be passive, e.g. failing to take action to 
care for someone, or failing to raise the alert about abuse; or active, e.g. 
hitting, stealing or doing something that causes harm. 

13.3 Abuse can be a one-off incident or something that is repeated. 

13.4 Staff are responsible for the identification of abuse and referral to the 
appropriate authorities via the service’s designated persons. 

13.5 Definitions of Abuse (Adults at risk). “No Secrets” identifies categories of 
abuse as: 

13.6 Physical Abuse 

13.6.1 Action: Hitting, slapping, pushing, kicking, misuse of medication, 
restraint, inappropriate sanctions. 

13.6.2 Indicators: Series of unexplained falls or injuries. Injuries/bruises at 
different stages of healing.  Bruising in unusual sites, e.g., inner 
arms/thighs.  Teeth indentations.  Injuries to head or face.  Client very 
passive. 

13.7 Sexual Abuse 

13.7.1 Action:  Rape and sexual assault or sexual acts to which the vulnerable 
adult has not consented. 

13.7.2 Indicators:  Change in behaviour.  Overt sexual behaviour or language.  
Difficulty in walking / sitting.  Injuries to genital and / or the anal area. 

13.8 Neglect 

13.8.1 Action:  Acts of omission. Ignoring physical or care needs. Failure to 
provide access to appropriate health, social care or educational services. 
Withholding necessities of life e.g. medications nutrition heating. 
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13.8.2 Indicators: Absence of food, heat, hygiene, clothing, absence of 
prescribed medication. Not given person dignity, respect, not providing 
hearing aid, glasses, dentures, weight loss, weight gain, pressure sores. 

13.9 Psychological Abuse 

13.9.1 Action: Emotional abuse. Threats of harm or abandonment.  Deprivation 
of contact. Humiliation, blaming, controlling, intimidation, coercion, 
harassment, verbal abuse, isolation or withdrawal from services or 
supportive networks. 

13.9.2 Indicators:  Withdrawal, depression. Cowering and fearfulness. Change 
in sleep patterns. Agitation, confusion or change in behaviour. Change in 
appetite / weight. 

13.10 Financial Abuse 

13.10.1 Action: Theft, fraud exploitation. Pressure in connection with financial 
transactions, misuse or misappropriation of property, possessions or 
benefits. 

13.10.2 Indicators:  Unpaid bills, basic needs not being met. Lack of money on a 
day to day basis. 

13.11 Organisational Abuse 

13.11.1 Action: Poor care standards, lack of positive responses to complex 
needs. Rigid routines. Inadequate staffing. Insufficient knowledge base 
within service. 

13.11.2 Indicators:  Inability to make choices or decisions. Agitation if routine 
broken. Disorientation. Patterns of challenging behaviour. 

13.12 Discriminatory Abuse 

13.12.1 Action: Racist, sexist, or that based on a person’s disability. Other forms 
of harassment, slurs or similar treatment.  Failure of agencies to ensure 
staff receive adequate anti-discrimination practice training. 

13.12.2 Indicators:  Low self esteem. Withdrawal. Depression. Fear. Anger. 

13.13 Modern Slavery 

13.13.1 Encompassing slavery, human trafficking, forced labour and domestic 
servitude. 

13.14 Self Neglect 

13.14.1 A wide range of behavior, neglecting to care for one’s personal hygiene, 
health or surroundings and includes behavior such as hoarding. 

13.15 Radicalisation 

13.15.1 Being drawn into acts of terrorism including support for extremist ideas 
that are part of terrorist ideology. 
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14. Responding to an allegation of abuse

14.1 Any suspicion, allegation or incident of abuse must be reported to the 
designated Duty Manager/Person in Charge immediately. If this is not 
possible, a member of the Senior Management Team must be notified 
(see Organisational flowchart – Section 12). 

15. Responding to suspicions/ indicators or actual abuse

15.1 St Elizabeth’s College & Supported living Service recognises its legal 
duty to work with other agencies in safeguarding adults at risk and in 
responding to abuse. All members of staff involved with adults at risk 
have a responsibility to be mindful of issues related to vulnerable adult 
safety and welfare and a duty to report and refer any concerns however 
“minor” they appear to be, this includes any suspected or witnessed 
misuse of ICT equipment. 

15.2 When abuse is suspected, or concerns are raised regarding a vulnerable 
adult’s wellbeing, the member of staff will complete an Incident Report 
Form via DATIX Web and if necessary attach a body map to the form. 
This must be given to the Duty Manager / Person in Charge immediately. 
In suspected cases of abuse the Supported Living Manager/Head of 
College must report the concerns to East Hertfordshire Adult 
safeguarding team or the 0 – 25 safeguarding team. For further 
guidance on completing Incident Reporting Forms consult the 
organisational policy on Reporting Serious and Untoward Incidents. 

15.3 In cases where it is deemed that at person lacks capacity to make 
informed decisions about his/her own care and treatment, parents/carers 
have a right to be informed about any concerns about the vulnerable 
person’s welfare or any action taken to safeguard and promote the Adult 
at risk welfare, providing this does not compromise the vulnerable adult’s 
safety. Where there are possible concerns about a vulnerable adult’s 
safety, unconditional confidentiality cannot be guaranteed and should not 
be offered. Guidance from the East Hertfordshire Adult safeguarding 
team or the 0-25 Safeguarding Team must be sought before disclosing 
information. 

15.4 Please see additional appendices to this policy in relating to concerns of 
radicalisation and terrorism as follows: 

 The Prevent Duty (Department of Advice for Schools and Child
care Providers) June 2015

 Preventing and dealing with Racist incidents (Handbook for
Hertfordshire Schools)

 How Social Media is used to encourage travel to Syria and Iraq
(Home Office, Department of Education)
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15.5 IT IS NOT THE RESPONSIBILTIY OF COLLEGE OR SUPPORTED 
LIVING CARE STAFF TO INVESTIGATE A SAFEGUARDING 
CONCERN UNLESS GIVEN THE GO AHEAD AND INSTRUCTIONS 
FROM THE HERTS 0-25 SAFEGUARDING TEAM or ADULT 
SAFEGUARDING TEAM.  

15.6 This procedure also takes guidance from St. Elizabeth’s “Whistle 
blowing” policy section 4 - Reporting a concern elsewhere. 

15.7 Any suspicions or allegations of actual abuse of an adult at risk must be 
reported to the Supported Living Manager/Person in Charge/Head of 
College immediately. 

15.8 On being notified of any such matter, the Supported Living 
Manager/Person in Charge/Head of College shall: 

 Take such steps as he/she considers necessary to ensure the safety
of the person in question and any other person who might be at risk.

 Report the matter to the Supported Living Manager

 Ensure that a report of the matter is completed (on an incident
reporting form via DATIX Web) by the person who reported the
original concern/incident. If the complaint is made against any
member of the Senior Management Team or a designated
safeguarding co-ordinator, then the person dealing with the complaint
must be either the Head of College or Director of Care. If the
complaint is made against the Head of College or Director of Care
then the Chief Executive should be immediately notified.  In the case
of the Head of College the Chair of the Governing Body should also
be immediately notified.

. 

16. Record Taking

16.1 A full record shall be made as soon as possible on an IRF form via 
DATIX Web of the nature of the allegation and any other relevant 
information including: 

 The date

 The time

 The place where the disclosure of information took place

 The place where the alleged abuse happened

 Your name and the names of others present

 The name of the complainant and, where different, the name of the
vulnerable adult who has allegedly been abused

 The nature of the alleged abuse

 A description of any injuries observed

 The account which has been given of the allegation
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17. Guidance for designated Manager

17.1 The designated manager must immediately discuss the matter with the 0-
25 Safeguarding Team or Hertfordshire Adult Safeguarding team to 
determine whether it is a Safeguarding matter.  (NB: The Local Authority 
Safeguarding Team is responsible for coordinating action in adult cases, 
including liaison with police). 

17.2 If it is agreed to be a Safeguarding matter, a written record of the date 
and time of the report shall be made and the report must include the 
name and position of the person to whom the matter is reported. The 
telephone report must be confirmed in writing to the local authority 0-25 
Safeguarding Team/Adult Safeguarding team within 24 hours. If the 
consent has not been gained from the young person/adult, the 
designated safeguarding co-ordinator will discuss with Herts Adult Care 
Services what action will be taken to inform the parents/carers of the 
adult at risk and a note of that conversation should be made. The 
nominated member of staff must notify the Head of College or the 
Registered Manager as soon as practical and in any event within 2 hours 
of the initial concern arising. 

17.3 Note: It is important to convey that Hertfordshire Adult Care Services will 
need to assess the situation and would want to work with the adult at risk 
in determining what could/should happen next. They would want to 
respect the vulnerable adult’s wishes and feelings provided no one is at 
immediate risk of harm. 

17.4 The mental capacity of the adult at risk and their ability to give informed 
consent for an enquiry to be under these procedures is a significant but 
not the only factor in deciding what action to take.  

17.5 If the  adult at risk is fully aware of what could happen, they can: 

 Choose whether they want to speak now or have time to think about
it.

 Be as informed as possible regarding the implications of passing on
this information.

17.6 If the complainant is the adult at risk, questions should be kept to the 
minimum necessary to understand what is being alleged. Leading 
questions must be avoided as the use of leading questions can cause 
problems for the subsequent investigation and any court proceedings. 
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18. Reporting “Notifiable Events” to the Care Quality
Commission

18.1 The Registered Manager will need to complete and send a statutory 
notification or under the authority of the Registered Manager the 
designated person will complete the statutory notification form. 

18.2 Comprehensive guidance on how to complete these forms when to 
complete them and descriptors of notifiable events can be found on 
www.CQC.org.uk.  Key points to keep in mind are: 

 Statutory notification forms are kept in the Supported Living office
and can also be found on College Data under Safeguarding, when
appropriate the Head of College will apply regulated procedures to
report to Ofsted.

 The notification will be sent via the CQC notification e-mail address.
All details are coded and individuals are given ID codes to protect
confidentiality. HSCA_notifications@cqc.org.uk

 The regional contact address is:  East Region, Care Quality
Commission, Citygate, Gallowgate, Newcastle upon Tyne, NE1 4PA

 Or alternatively telephone: 03000 616161

 Copies of the forms are stored electronically by the Administration
support assistant to the Registered Manager

19. Learner / Resident Support

19.1 St. Elizabeth’s College and Supported Living Service will be proactive 
and take positive steps to inform learners/residents of their rights to 
safety and protection and the options available to express their fears or 
concerns. This will be in the following formats. 

20. Learner Support: Education

20.1 The curriculum will embed safeguarding welfare, health and safety and 
the PREVENT agenda. 

20.2 Key work sessions, house/flat meetings, induction and tutorial with 
Lecturer and Learner Council and tenants meetings will discuss 
safeguarding themes and will be instrumental in promoting safeguarding 
and developing resources and information. 

20.3 Learners/residents will be consulted in the review and development of 
this policy. 

20.4 Promotion of the use of individual’s social workers and independent 
advocates to promote choice and rights for learners/residents unable to 
communicate their needs/concerns effectively. 

http://www.cqc.org.uk/
mailto:HSCA_notifications@cqc.org.uk
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20.5 The service user policy on how to make a complaint will be explained 
and discussed in individual key worker meetings, Bungalow/tenants 
meetings, Induction with Lecturer or Learner Council meetings.  

20.6 The College learner involvement strategy will further identify strategies to 
implement the above formats. The Supported Living Managers will 
advise on safeguarding during allegations and monitor and evaluate the 
effectiveness of procedures carried out within the services provision. 

21. Learner / Resident  Support: During / Post Incident

21.1 St. Elizabeth’s College and Supported Living service will endeavour to 
support learners/residents following any incidents of abuse and follow 
guidance and instruction from the local 0-25 Safeguarding Authority. 
Learners/residents are entitled to and have available in house and 
external counselling services. This service will be offered to learners 
involved after any allegation even if the allegation has not been upheld. 

22. Confidentiality and Information Sharing

22.1 Staff will take instruction from the Supported Living Manager/Head of 
College or Person in Charge on what to tell stakeholders in relation to 
allegations and/or suspicions of abuse. The Supported Living Manager or 
Person in Charge will take guidance from the 0-25 Safeguarding Team in 
relation to this. 

22.2 Adults at risk enquiries, investigations and conferences can only be 
successful if professional staff share and exchange all relevant 
information. That information must be treated as confidential at all times 
and staff will be bound by the ethical and statutory codes that cover 
confidentiality and the General Data Protection Regulation (GDPR) 

22.3 Disclosure of confidential personal information without the consent of the 
person providing it may take place under circumstances, which must be 
capable of justification. Problems around the disclosure of information 
can be avoided if the consent of the individual is obtained, preferably in 
writing, so long as they have mental capacity. 

22.4 Disclosure may be necessary in the public interest where a failure to 
disclose information may expose another to risk of death or serious 
harm. 

22.5 All those providing information should take care to distinguish between 
fact, observation, allegation and opinion. It is important that, should any 
information exchange be challenged in respect of a breach of 
confidentiality or, for example, as a breach of the Human Rights Act, the 
information can be supported by evidence. 
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22.6 Information must be adequate, relevant and not excessive in relation to 
the purpose for which it is held and must be held no longer than is 
necessary for that purpose. 

22.7 Each agency is responsible for maintaining their own records on work 
with adults at risk protection cases. The agency should have a policy 
stating the purpose and format of keeping the records and for their 
destruction. 

23. Record Keeping

23.1 The Supported Living Manager/Head of College will retain the central 
record of all incident report forms and safeguarding records. This will 
include: 

 The formal report on an Incident Reporting Form via DATIX Web

 Entries on the central tracker

 Any notes, memoranda or correspondence dealing with the matter

 Any other relevant material

23.2 Copies of reports, notes etc will be kept securely locked at all times, but 
will be shared in accordance with the General Data Protection Regulation 
(GDPR) 

24. Staff Support / Development

24.1 As identified within the policy statement, St. Elizabeth’s College and 
Supported Living Service recognises it needs to provide staff with 
adequate support and training to provide a safe and secure environment 
for our learners/residents  

24.2 A planned programme of formal e-safety training is available to staff. An 
audit of the e-safety training needs of all staff will be carried out regularly.  
Mandatory training for all staff includes: 

 Safeguarding training and yearly refreshers

 Safer recruitment (e-learning for managers)

 PREVENT
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25. Post Incident Support For Staff

25.1 St. Elizabeth’s College and Supported Living Service will endeavour to 
support staff following any incidents of abuse and follow guidance and 
instruction from the local safeguarding authority. Staff are entitled to and 
have available in house and external counselling services. This service 
will be offered to staff involved during an investigation and after an 
investigation, if the allegation has not been upheld.  Support for staff is 
also available through the workplace option.  www.workplaceoption.co.uk  

26. Young People and Transition from Children’s Services

26.1 Safeguarding Adults applies to anyone aged 18 years or over.  However, 
Children’s services support people from 0-25 years so any safeguarding 
concerns raised for adults aged 18-25 will come under the 0-25 
Safeguarding Team. For those over 25 years of age, the adult 
safeguarding team manage concerns raised. Where a vulnerable young 
person is known or suspected to be at risk of abuse, and is receiving 
services, they should have a transition plan to move from children’s to 
adult services. In this instance, a Safeguarding Adults process should be 
initiated as part of that transition. 

http://www.workplaceoption.co.uk/
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27. Online Safety & Guidance

27.1 St Elizabeth’s College/Supported Living  will be responsible for ensuring 
that the IT infrastructure/network is as safe and secure as is reasonably 
possible and that policies and procedures approved within this policy are 
implemented. 

27.2 All users will be provided with a username and password by Duncan 
Taylor (IT Manager) who will keep an up to date record of users and their 
usernames. 

28. Online Safety in Education

28.1 Online safety is a focus in all areas of the curriculum and staff should 
reinforce safe practice in the use of ICT across the curriculum.  

28.2 In lessons/day opportunities where internet use is pre-planned, it is best 
practice that learners should be guided to sites checked as suitable for 
their use and that processes are in place for dealing with any unsuitable 
material that is found in internet searches. 

28.3 Where learners/residents are allowed to freely search the internet, e.g. 
using search engines, staff should be vigilant in monitoring the content of 
the websites the young people visit. 

28.4 It is accepted that from time to time, for good educational reasons, 
learners/residents may need to research topics (e.g. racism, drugs, and 
discrimination) that would normally result in internet searches being 
blocked. In such a situation, staff can request that the Network Manager 
(and other relevant person) can temporarily remove those sites from the 
filtered list for the period of study. Any request to do so, should be 
auditable, with clear reasons for the need.  

29. Promotion of Online Safety

29.1 Online safety should be reinforced as part of a planned programme of 
learning or tutorial activities/key worker session.  

29.2 Learners should be taught in all lessons to be critically aware of the 
materials/content they access on-line and be guided to validate the 
accuracy of information. 

29.3 Rules for use of ICT systems/internet will be posted in all rooms and 
displayed on log-on screens. 

29.4 Staff should act as good role models in their use of ICT, the internet and 
mobile devices. 
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30. Use of Digital & Video Images

30.1 The development of digital imaging technologies has created significant 
benefits to learning, allowing staff and learners instant use of images that 
they have recorded themselves or downloaded from the internet. 
However, staff and learners need to be aware of the risks associated with 
sharing images and with posting digital images on the internet. 

30.2 Those images may remain available on the internet forever and may 
cause harm or embarrassment to individuals in the short or longer term. 
The College will inform and educate users about these risks and will 
implement this policy to reduce the likelihood of the potential for harm: 

30.3 When using digital images, staff should inform and educate 
learners about the risks associated with the taking, use, sharing, 
publication and distribution of images. In particular they should 
recognise the risks attached to publishing their own images on the 
internet e.g. on social networking sites. 

30.4 Staff are allowed to take digital/video images to support educational 
aims, but must follow this Policy concerning the sharing, distribution and 
publication of those images. Those images should only be taken on 
College equipment.  Personal equipment of staff must not be used for 
such purposes. 

30.5 Care should be taken when taking digital / video images that learners are 
appropriately dressed and are not participating in activities that might 
bring the individuals or the organisation into disrepute. 

30.6 Learners/residents must not take, use, share, publish or distribute 
images of others without their permission. 

30.7 Photographs published on the website, or elsewhere that include 
learners/residents will be selected carefully and will comply with good 
practice guidance on the use of such images, and adhere to written 
consent (see 30.9). 

30.8 Learners’/residents’ full names will not be used anywhere on a website or 
blog, particularly in association with photographs. 

30.9 If learners/residents are deemed not to have capacity to consent, written 
permission from parents or carers will be obtained before photographs of 
are published on the College website or other promotional materials. 

15
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31. E-mail

31.1  The official College e-mail service may be regarded as safe and secure 
and is monitored.  Staff and learners should therefore use only the 
College e-mail service to communicate with others when in College or on 
College systems, e.g., by remote access. 

31.2 Users need to be aware that e-mail communications may be monitored. 

31.3 Users must immediately report to the nominated person, in accordance 
with the Policy, the receipt of any e-mail that makes them feel 
uncomfortable, is offensive, threatening or bullying in nature and must 
not respond to any such email. 

31.4 Any digital communication between staff and learners or parents/carers 
must be professional in tone and content. These communications may 
only take place on official (monitored) College or Supported Living 
systems. Personal email addresses, text messaging or public chat/social 
networking programmes must not be used for these communications. 

31.5 Learners/residents should be taught about email safety issues, such as 
the risks attached to the use of personal details. They should also be 
taught strategies to deal with inappropriate emails and be reminded of 
the need to write emails clearly and correctly and not include any 
unsuitable or abusive material. 

32. Unsuitable / inappropriate activities

32.1 Some internet activity, e.g., accessing child abuse images or distributing 
racist material is illegal and are banned from College and all other 
organisational ICT systems. Other activities, e.g. Cyber-bullying are 
banned and could lead to criminal prosecution. 

32.2 St. Elizabeth’s College and Supported Living Services believes that the 
activities referred to in the following section would be inappropriate in a 
College context and that users should not engage in these activities in 
College or outside College when using the organisation’s equipment or 
systems.  

32.3 PLEASE SEE CENTREWIDE INTERNET POLICY FOR FURTHER 
INFORMATION 
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33. Responding to Incidents of Misuse

33.1 It is hoped that all members of staff will be responsible users of ICT, who 
understand and follow this policy. However, there may be times when 
infringements of the policy could take place, through careless or 
irresponsible or, very rarely, through deliberate misuse.  Listed below are 
the responses that will be made to any apparent or actual incidents of 
misuse: 

33.2 If members of staff suspect that misuse might have taken place, but that 
the misuse is not illegal it is essential that correct procedures are used. 

34. Frequently Asked Questions

Q1 Should I use my mobile phone to take photographs of Residents/ 

Learners?  

In general, no. The safest approach is to avoid the use of personal 
equipment and to use a College-provided item. A College/life skills 
activity is a common situation where photography by learners/residents 
and staff should be encouraged, but there are potential dangers. One 
potential danger is an allegation that an adult has taken an inappropriate 
photograph. With a personal camera it would be more difficult for the 
adult to prove that this was not the case. With College equipment there is 
at least a demonstration and visibility that the photography was 
consistent with College policy. 

Care should also be taken that photographs are stored appropriately. 
For instance, to copy the photograph on to a personal laptop as opposed 
to a College allocated laptop makes it difficult to retain control of how the 
picture is used. SD cards, memory sticks and CD’s should only provide a 
temporary storage medium. Once photographs are taken on the 
devices, they should be immediately transferred and removed from 
the device. Photographs of learners must be maintained securely for 
authorised use only, and be disposed of either by return to the young 
person, parents, or shredded as appropriate. “Authorised use” does not 
include personal retention by staff, for which the agreement of a senior 
manager is required. 
It is important to continue to celebrate achievements of learners 
through the appropriate use of photography and in communicating 
with parents and the community. 

Q2 Should I continue to use my Social Networking site? 

Yes.  Social networking is a way of life for most young people and many 
adults. However, people working with adults at risk should review their 
use of social networks as they take on professional responsibilities. 
Strong passwords should be used and security settings should be 
understood and applied so that you control all access to your profile. 

18
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Once published, information (e.g. photographs, blog posts) is impossible 
to control and may be manipulated without your consent, used in different 
contexts or further distributed. Some adults have been caught out by 
posting amusing remarks about their place of work or colleagues, only to 
find them republished elsewhere by “friends”. Currently few public social 
networking sites authenticate their members and use automated 
registration systems that are subject to limited checks.  Some instant 
messaging applications such as MSN have a facility to keep a log of 
conversations, which could be used to protect staff in case an allegation 
is made. Social networking is an excellent way to share news with 
family and friends. Providing the security of your profile is set 
correctly and a strong password used, information should remain 
private. The danger is that few people understand profile privacy 
settings.  

Q3 Should I have learners as friends on social networking sites and 

instant messaging services? 

No.…Communication between staff and residents/learners, by whatever 
method, should take place within clear and explicit professional 
boundaries.  College/Supported Living staff should not share any 
personal information with the learner/resident.  They should not request, 
or respond to, any personal information from the learner, other than that 
which might be appropriate as part of their professional role. Staff should 
ensure that all communications are transparent and open to scrutiny.” 
(DCSF Nov 2007).  Consideration should be given as to how this type of 
communication might appear to a third party. Compared with a 
conversation in college the use of new technology inevitably increases 
the potential for messages to be seen out of context, misinterpreted or 
manipulated. 

Q4. What is my responsibility for the use of my work laptop at home? 

Staff should ensure that they have absolute control of a College/ 
Supported Living laptop allocated for their professional use.  Things that 
can go wrong include access to wider sites by family members, for 
instance a gaming site or internet shopping, would increase the 
possibility of virus attack and identity theft.  If another member of the 
family or a friend is allowed to use the computer it is difficult to ensure 
that the use has been appropriate, for instance that confidential 
information has not been accessed. People vary enormously in their 
judgements as to what is appropriate. Staff need to remember that in 
order for anyone else to use a college laptop in the home setting, they 
would need to be logged on by the person responsible for the laptop. 
With this in mind, think about who would be culpable should an E-safety 
incident occur.  
Any E-safety incident concerning access to indecent images of children 
will be passed to the police for criminal investigation. Staff should 
therefore ensure that they have absolute control of a laptop allocated to 
their use.  
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Personal use of technology by adults has been shown to increase 
competence and confidence and should therefore be encouraged. 

Q5 What is inappropriate material? 

Inappropriate is a term that can mean different things to different people. 
It is important to differentiate between ‘inappropriate and illegal’ and 
‘inappropriate but legal’. All staff should be aware that in the former case 
investigation may lead to criminal investigation, prosecution, dismissal 
and barring. In the latter it can still lead to disciplinary action, dismissal 
and barring even if there is no criminal prosecution.  
Illegal:  Possessing or distributing indecent images of a person under 18 
– and viewing such images on-line may well constitute possession, even
if not saved. The police have a grading system for different types of
indecent image. Remember that children and vulnerable adults are
harmed and coerced into posing for such images and are therefore
victims of child sexual abuse.
Hate / Harm / Harassment:  General: There is a range of offences to do
with inciting hatred on the basis of race, religion, sexual orientation etc.
Individual: There are particular offences to do with harassing or
threatening individuals – this includes cyber bullying by mobile phone,
social networking sites etc. It is an offence to send indecent, offensive or
threatening messages with the purpose of causing the recipient distress
or anxiety.

Q6. How should I store personal data safely? 

Lecturers may find it convenient to write learner reports or staff 
appraisals and references at home. This may require access to 
confidential personal information.  All personal information must be kept 
secure.  
The storage of data on a hard disk or memory stick and transfer by email 
or other means is potentially insecure. Making such storage secure may 
include password protection, encryption of data and locking the computer 
when not in use. Physical risks including mislaying a memory stick and 
laptop theft from a vehicle are all too common. Consider approaches 
such as not storing information unless necessary and deleting files after 
use.  
The safest long-term storage location may be the College network, which 
should have a remote backup facility. ”Information security is an integral 
part of GDPR. You must take all reasonable steps to ensure that any 
personal information that you are processing is securely stored.” 
All staff are strongly advised to ensure that they understand the 
organisation policy regarding data protection.  To lose control of personal 
data while not complying with the organisation policy could lead to 
disciplinary action. 
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Q7  How can I use ICT appropriately to communicate with adults at risk? 

Staff should not use their personal emails or phone numbers to 
communicate with learners.  College/Supported Living should consider 
carefully how staff should communicate using ICT with learners. Learners 
are encouraged to report concerns, which may involve the use of new 
technology, e.g. a learner might prefer to text a report about bullying, 
rather than arrange a face to face discussion. 

 

Q8  How do I ensure safer online activity?  

With internet use, there is always an element of risk, even an innocent 
search can occasionally turn up links to adult content or imagery. 
Planning and preparation is vital and the safest approach when using 
online material in the classroom is to test sites on the college/ supported 
living system before use. You could direct them to a specific website or, a 
selection of pre approved websites, avoid using search engines. If 
inappropriate material is discovered then turn off the monitor, reassure 
the learner and to protect yourself you need to log and report the URL to 
a member of the senior leadership team according to the college incident 
reporting policy. Avoid printing or capturing any material. 
 

Q9.  What is inappropriate use? 

Think about this in respect of professionalism and being a role model. 
The scope here is enormous, but bear in mind that “actions outside of the 
workplace that could be as serious as to fundamentally breach the trust 
and confidence placed in the employee” (SPS 2004) may constitute 
gross misconduct. 
 
Examples of inappropriate use and activities: 
 

 Posting offensive or insulting comments about the service or 
organisation on Facebook or other social networking sites. 

 Accessing adult pornography on computers during break. 

 Making derogatory comments about learners or colleagues on social 
networking sites. 

 Contacting learners by email or social networking without senior 
management approval. 

 Trading in sexual aids, fetish equipment or adult pornography. 

 
The following list identifies inappropriate use of ICT equipment by both 
learners and staff during working hours: 
 

 Deliberately accessing or trying to access material that could be 
considered illegal (see list in earlier section on 
unsuitable/inappropriate activities). 

 Unauthorised use of social networking/instant messaging/personal e-
mail. 

 Unauthorised downloading or uploading of files. 

 Unauthorised use of mobile phone/digital camera/other handheld 
device. 
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 Allowing others to access College network by sharing username and
passwords.

 Attempting to access or accessing the College network, using
another Learner/resident /pupil’s account.

 Attempting to access or accessing the College network, using the
account of a member of staff.

 Corrupting or destroying the data of other users.

 Sending an email, text or instant message that is regarded as
offensive, harassment or of a bullying nature

 Continued infringements of the above, following previous warnings or
sanctions

 Actions which could bring the college into disrepute or breach the
integrity of the ethos of the centre.

 Using proxy sites or other means to subvert the College’s filtering
system

 Accidentally accessing offensive or pornographic material and failing
to report the incident

 Deliberately accessing or trying to access offensive or pornographic
material

 Receipt or transmission of material that infringes the copyright of
another person or infringes the General Data Protection Regulation
(GDPR)

Safer Recruitment Policy - Information on this can be found in 
the Centre Wide Policy and Procedures. 


